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1. Introduction 
 

The IoT, which connects systems and gadgets to improve convenience and efficiency which is constantly expanding and 
changing our modern environment (Hassan et al 2020). However, there have become significant concerns about the safety and 
security of IoT ecosystems as a result of this exponential expansion (Abba Ari et al 2024). Data security, device honesty and 
user confidentiality are merely some of the issues that must be resolved to protect these networked systems (Rahmani et al 
2022). Strong policies and countermeasures are critical to thwarting any vulnerabilities that can result in breaches of 
information, privacy violations or property damage (Guo et al 2021). 

It is essential to use safe communication procedures, such as Message Queuing Telemetry Transport (MQTT) and 
Transport Layer Security (TLS), to encrypt data during transfer and ensure the privacy of data shared among equipment 
(Shammar and Zahary 2020). Device authorization, which uses techniques such as Public Key Infrastructure (PKI) and token-
based identification to confirm the true nature of devices which is essential to avoid unwanted access (Kalaria et al 2021). 
Delivering security fixes on time requires regular firmware and software upgrades, made possible by Over-the-Air (OTA) 
protocols and code signatures (Ahmad et al 2021). Using filters and systems for intrusion detection (IDS) in conjunction with 
network segmentation methods such as VLANs helps segregate IoT devices from essential infrastructure, reducing the possible 
impact of security breaches (Haseeb et al 2020). Furthermore, protecting user data and enhancing confidentiality can be 
achieved by using end-to-end encryption and privacy by design (Haji et al 2020 and MohdAman et al 2021). 

Physical security features that help to protect IoT ecosystems from tampering and unwanted access include tamper 
detection and secure boot with hardware-based protection (Ali et al 2020). A thorough approach that incorporates these 
procedures and countermeasures is necessary in this dynamic environment to successfully navigate the changing IoT safety 
problems (Pancaroglu and Sen 2021; Ju et al 2023). As technology develops, a safe and reliable IoT ecosystem must be sustained 
by implementing the latest security measures (Gaba et al 2020). The objective is Protocols to Countermeasures are pre-planned 
approaches that emphasize methodical reactions and security measures to reduce risks and guarantee resilience and 
protection (Ahmed 2022). 
 

Abstract The Internet of Things (IoT) has become a field with enormous potential, effect, and development with the 
emergence of smart cities, smart houses, and intelligent objects. Computer Information System Company (Cisco Inc). 
Projects that there will be 51 billion devices which are connected by 2021. However, the majority of those IoT gadgets are 
simple to alter and attack. These IoT devices are generally more susceptible to assaults than other types of endpoints such 
as desktops, mobile phones, or tablets because of their limitations in terms of storage, computing, and networking 
capability. The main IoT security concerns are presented and addressed in this study. Along with the methods utilized for 
connection, interaction, and administration, we examine and classify common security concerns about the IoT layers of 
architecture. In addition to the most recent assaults, challenges and innovative approaches, we describe the security 
necessities of the IoT. In addition, we connect and tabulate IoT safety problems with current literature-based remedies. 
Above all, we explore that blockchain technology, the software that powers Bitcoin, can play a major role in enabling the 
resolution of numerous IoT security issues. Difficulties along with unresolved research issues related to IoT security are also 
listed in this study. 
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2. IoT design and security concerns 
IoT devices, considering their small dimensions and computational constraints, give individuals direct accessibility to 

information and resources by connecting to the internet through gateways. 
 

2.1. IoT standards and protocols 
 

An organized infrastructure is shown in Figure 1, which illustrates the standard The IoT methods that are utilized for 
gadgets with hardware, software and communications, routing and redirection keys and identity (Garai et al 2022). The recent 
algorithms for “Low Rate Wireless Personal Area Networks (LR-WPANs) and low power wide-area-network (LPWANs)” are also 
included, along with their corresponding specifications. 
 

. 
Figure 1 Standardized IoT protocols and standards. 

 

According to the “IEEE specification 802.15.4, LR-WPANs has two low-level portions: the Physical Layer and the Medium 
Access Control (MAC) layer”. For transportable networks to function properly, bandwidth adjustments and data transfer speeds 
must be made at the network layer. The MAC layer specifications cover access to channels and synchronization methods. The 
moderate minimum transmissions unit (MTU) specified by IEEE requires the addition of an IPv6 adaptation layer across the 
connection layer to improve the sensor node's ability to communicate across Low-Power Wireless Personal Area Network 
(6LoWPAN). A distinct IPv6 network address is assigned to each single IoT device. It is possible to implement 6LoWPAN settings 
by utilizing the Routing Protocol for Low-Power and Lossy Networks (RPL) (Patel and Shah 2020). The RPL standard allows for 
both one-way and two-way interaction, as well as point-to-point traffic. 

Applications built for the IoT use “User Datagram Protocol (UDP)” for communication instead of “Transmission Control 
Protocol (TCP)” because of the smaller payload (SRHIR et al 2023). UDP is simpler and more efficient. On top of that, to make 
better use of the restricted payload capacity, it is possible to compress the UDP header. “6LoWPAN uses the Internet Control 
Message Protocol (ICMP)” for messages that control these neighborhood identification and inaccessible destination 
specifications. The “constrained Application Protocol (CoAP)” offers a design for small appliances that are request-response 
oriented but influenced systems that are present in limited environments (Li et al 2021). The CoAP protocol allows for the 
asynchronous transmission of messages and the provision of HTTP mapping for the access of IoT resources through HTTP. 

The IoT devices can communicate over long distances according to the LPWAN. It enables devices with limited power 
to communicate, compared to a portable WAN, which needs a bigger battery to operate an increased bit-rate at a lower bit-
rate. In a system of battery-powered things, LPWAN supports different data speeds through the application of LoRaWAN 
protocols for gateway-to-end product connectivity (Alhaidari and Alqahtani 2020). In addition, NB-IoT is a 3GPP innovation that 
uses LTE frequencies to provide coverage inside and enable LPWAN connectivity. To accommodate low-power, bidirectional, 
and unidirectional LPWAN interactions, the Weightless protocol employs three distinct standards. 
 

2.2. Needs for IoT Security 
 

Several factors and mechanisms, detailed below, itmust be considered for an IoT implementation to be secure. 
 

2.2.1 Integrity, data privacy and confidentiality 
 

Data confidentiality is crucial in the IoT, as it requires multiple network connections. Privacy can be compromised by 
infiltrating networks, devices, and malicious parties altering stored information. 
 

2.2.2. Accounting, Authentication, and Authorization 
 

Authentication is crucial for secure IoT communication, requiring device identification before accessing protected 
functions. Developing a used system for authentication is challenging in heterogeneous settings. Authorization procedures 
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ensure authorized access, and a reliable setting ensures safe communication through resource utilization, auditing, and 
monitoring. 
 

2.2.3. Service accessibility 
 

Denial-of-service attacks targeting IoT devices can undermine the quality of service (QoS) provided to customers, using 
methods like replay assaults, sinkhole assaults, and jamming opponents. 
 

2.2.4. Energy-related effectiveness 
 

IoT devices, with limited resources and storage, can be vulnerable to attacks that increase energy consumption by 
flooding the internet with pointless or fraudulent applications. 
 

2.3. Singular sources of failures 
 

The explosion of different networks for IoT infrastructure could lead to a large number of weak points that could 
compromise the IoT's essential functions. It is imperative to develop an appropriate environment for an extensive amount of 
IoT devices and provide failsafe alternatives for network establishment 
 

3. Sorting security challenges into categories 
 

It is essential to handle safety issues at multiple levels due to the wide range of gadgets and machinery that are part of 
the Internet of Things paradigm, ranging from enormous high-end servers to tiny embedded systems chips. A classification of 
IoT security issues is shown in Figure 2, which includes hyperlinks to articles addressing each issue. In light of the IoT 
deployment methodology described below, we assess potential safety risks. 
 

 
Figure 2 An index of security-related materials and topics. High-level security-related concerns; Intermediate-level security-related 
concerns; Low-level security-related concerns 
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4. Solutions for IoT security 
 

IoT security challenges involve faults in various parts, including hardware, software, network parts, applications and 
physical equipment. Countermeasures target flaws at various stages, but are complex due to various protocols. This study 
explores popular security methods from recent literature. 
 

4.1. Low-level security countermeasures 
 

In sensing networks with wireless connections, deliberate interference that results in message collisions or channel 
floods is known as jamming (Bout et al 2020). Among the techniques used for detection are statistics comparisons with 
personalized threshold values, signal strength monitoring, and noise-like signal extraction. A different approach measures the 
proportion of packets that have been delivered effectively and verifies the consistency of node positions and signal quality (Yan 
et al 2023). 

Cryptographic characteristics, error correction coding, channel surfing (moving between frequencies), and geographical 
getaways (shifting position) are some techniques to stop interruption (Mendez Mena 2021). A suggested architecture adds 
fake noise to signals, establishes a minimum data rate to prevent absorbing to, and improves the safety of IoT devices during 
installation. Intentional nodes use fake MAC values in Sybil attacks to trick and drain resources (Dogan-Tusha et al 2023). Signal 
strength measurements and the deployment of detector nodes to determine the sender's position during the communication 
are examples of detection techniques (Tomic and Beko 2022). The method is predicated on being appropriate for stable 
networking. Other approaches analyze signal intensity to identify MAC address-based impersonating operations or utilize 
estimation of channels to identify Sybil assaults (Shrivastava et al 2021). Physically unsafe devices have vulnerable utilities and 
interfaces to the outside. According to Ferrara et al 2021 instructions, equipment-based solutions including Trusted Platform 
Modules should be used, testing tools should be turned off, and extraneous hardware connections should be avoided. By 
breaking up clusters, minimizing communication over long distances to save energy, and utilizing a 5-layer system for the 
detection of intrusions, a structure fights sleep deprivation attacks (Mishra and Paul 2020). For improved security, detection 
systems for intrusions are incorporated into cluster managers and nodes at various layers. 

 

4.2. Intermediate-level security countermeasures 
 

The integration of timestamp and nonce options into cracked packets is how 6LoWPAN combats replay assaults resulting 
from packet segmentation (Rudra et al 2020). Timestamp choices are essential for unidirectional packets, whereas nonce 
variables safeguard bi-directional transmissions (Lenders et al 2021). Marketing materials only react to recent queries 
according to nonce, and a 64-bit timestamp eliminates pointless ads and redirection (Prathapchandran et al 2021). Sequential 
IPv6 packet transmission is ensured by content chaining, and the procedure is authenticated by fragment contents. Encrypting 
data, key development, authentication, and reliable neighbour identification are covered by the safety framework (Lenders et 
al 2021). Secure neighbourhood identification can be accomplished with the use of "Elliptic Curve Cryptography (ECC)". Nodes 
are identified during neighbourhood identification by ECC available signatures. 

There are security concerns with the IPv6 “Routing Protocol for Low-Power and Lossy Networks (RPL)”. By employing 
MAC and hashing algorithms to authenticate versions and rank numerals, “Version Number and Rank Authentication (VeRA)” 
protects against hostile efforts. Directional Acyclic Graphs (DAGs) are shielded from unwanted nodes by defenses against 
attacks that manipulate node rankings (Garai et al 2022). Integrated authentication and failover are necessary to prevent 
sinkhole attacks in low-power lossy networking. Protection is improved by multilayered wireless networks of sensors, 
neighborbehavior evaluation, and dynamic source routing (DSR) trust levels.“Encapsulating Security Payload (ESP) and 
Compressed Authentication Header (AH)” secure communications for IPv6 networks utilizing 6LoWPAN. Security in IoT 
applications for Smart Cities is addressed by initiatives like BUTLER, ARMOUR, and RERUM. Transport-level end-to-end security 
suggests techniques for header reduction. 6LoWPAN key administration is handled using compacted IKEv2, and end-to-end 
HTTP-CoAP confidentiality is provided by TLS-PSK (Challa and Rao 2022). New approaches defend against Sybil and sinkhole 
attacks, and secure communication structures strengthen the reliability, privacy and dependability of Internet of Things 
systems. To summarize, a variety of methods like as cryptography, authentication and encryption are used to safeguard low-
power lossy networks (Shrivastava et al 2021). Research is done to address new threats and make sure IoT systems are reliable. 
 

4.3. High-level security countermeasures 
 

The proposed security methods for internet-connected “CoAP-based Low-power and Lossy Networks (LLNs)” protect 
against various threats. Integrating TLS and DTLS provides end-to-end security for LLNs against internet threats (Omar et al 
2022). The computation cost for mapping “Transport layers security (TLS)” and DTLS on resource-constrained devices may be 
difficult. Another way addsSecurityOn, SecurityToken, and SecurityEncap to CoAP. SecurityOn secures CoAP communications 
at the application level, SecurityToken identifies and authorizes, and SecurityEncap transmits data for authentication and 
replay protection using Advanced Encryption Standard (AES)(Gupta et al 2021). Security models for IoT on IP networks use 
6LBRs for message filtration and TLS-“Datagram Transport Level Security (DTLS)” tunnels for endwise security. The energy-
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efficient solution uses a “Mirror Proxy (MP) and Resource Directory” for server representation and public key cryptography for 
data update authentication (Wang et al 2022). (Ferrara et al 2021) suggests discouraging weak passwords, checking interfaces 
for vulnerabilities, using HTTPS, and updating software to secure IoT. TLS and SASL authentication and encryption in VIRTUS 
middleware ensure data integrity and authorized user access (Prathapchandran et al 2021). A semantic framework uses Triple 
Space Computing to ensure diverse implementation interactions. An AAA-enabled middleware server filters data in 
heterogeneous IoT environments and uses a web portal for service access. Various security architectures recommend AES 
encryption, safe message exchange, and open authentication for IoT connectivity (Sanders and Yau 2021). These ideas 
strengthen LLN and IoT ecosystem security against various threats and weaknesses. 
 

5. Blockchain solutions for IoT security 
 

Industry and research anticipate blockchain technology to significantly impact IoT device management, control, and 
security. The use of blockchain-based technologies to provide efficient security remedies for current IoT security issues is 
examined in this part (Manaserh 2020). In addition to discussing open IoT security issues that a blockchain may be able to 
solve, this part explains blockchain technology. We also review the research on blockchain-based fixes for security 
vulnerabilities in the IoT. 
 

5.1. Background 
 

Asset and transaction data is maintained on a peer-to-peer network via a decentralized blockchain. Data authenticity 
and integrity are established using elliptic curve cryptography using SHA-256 processing. A digital representation of the 
preceding block and transaction information is included in every timestamped and verified network block. Eliminating the need 
for central control or Verified Third Parties, miners ensure confidentiality by using minority decisions to verify operations in an 
accessible database. Miners validate Bitcoin blocks using a proof-of-work process, generating an immutable record after 
consensus. Privacy and access control differ with permissioned (private) or permission-less (public) blockchains. Blockchains 
have a block header including version number, timestamp, block size, and transaction count. The specifics of the transaction 
are contained in the block's body, while the current block hashing value is included in the Merkle root field (Daneel and Hoff 
2020).  

The proof-of-work algorithm's nonce field modifies difficulty goals to preserve blocktimes. Ethereum developed smart 
contracts, making Bitcoin and Ethereum popular blockchain applications. Smart contracts, implemented on Ethereum Virtual 
Machines (EVM), define contract terms. Ethereum executes smart contracts using a blockchain state and Ether. Smart contracts 
have accounts, addresses, executable code and Ether balances. Ethereum'sblockchain state saves big amounts, although 
BitTorrent or IPFS can be used. Smart contracts are used in cryptocurrencies, trading, supply chains, autonomous transactions, 
and digital identification (Mighan et al 2022). New blockchain platforms like Hyperledger, Eris, Stellar, Ripple, and Tendermint 
have expanded their application cases. SafeShare offers bitcoin blockchain insurance, and IBM's Hyperledger Fabric platform 
is used in banks, supply chains, and freight shipping without cryptocurrency. Blockchain's widespread use shows its potential 
to disrupt many industries.A Blockchain's typical design structure is shown in Figure 3. 

 
Figure 3 Blockchain design structure. 

 

5.2. Possible Blockchain Solutions 
 

This article highlights the importance of blockchain technology, particularly smart contracts, in IoT device 
administration, control, security, address space, identity management, data authentication, secure communications, and 
governance benefits. 
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5.2.1. Addressing Field 
 

The “Elliptic Curve Digital Signature Algorithm” generates an address field of one sixty bits for network authentication, 
reducing identity conflicts and improving IoT adaptability by providing 4.2 billion addresses more than IPv6 and eliminating the 
need for an IANA. 
 

5.2.2. Governance and Identity of Things (IDoT) 
 

IoT problems include managing ownership changes and device interactions. Blockchain provides surveillance, 
responsibility observing, and reliable identification verification to address these issues. Trust Chain uses blockchain to provide 
distributed integrity. Blockchain's decentralized management, governance, and tracking of IoT devices' supply chains and 
lifecycles ensures transparency and reliability. IoT devices connected to the blockchain network ensure data authenticity and 
integrity by cryptographically proofing and signing data by the real sender. Blockchain ledgers securely and transparently 
record all transactions (Shrivastava et al 2021). This fundamental architecture boosts IoT ecosystem security. Compared to 
more traditional methods such as “Role Based Access Management (RBAC) or OAuth 2.0”, managing access is made simpler by 
the decentralized authorization and authentication regulations established by blockchain smart contracts. Conventional 
agreements include conditions, time limitations, and accessibility guidelines for ownership of information and administration 
while safeguarding confidentiality. Rights for software or hardware upgrades, IoT device resets, keypair provisioning, and 
ownership changes are specified. Traditional IoT protocols lack inherent security, necessitating DTLS or TLS layers for secure 
connection. By giving IoT devices unique GUIDs and asymmetric key pairs, blockchain replaces these complicated protocols. 
This simplification minimizes computational and memory requirements, making lightweight IoT security methods possible. 
Blockchain offers reliable distributed organization, surveillance, and management at every point in an IoT device's lifecycle 
throughout the supply route, as illustrated in Figure 4. 
 

 
Figure 4 Lifecycle security administration for IoT devices. 

 

5.3. Work on Blockchain and IoT 
 

The research on blockchain and IoT security focuses on improving IoT functioning through 18 application cases, including 
four IoT-specific ones. Blockchain can address issues like ownership, authentication, authorization, governance, and privacy 
(Kumar et al 2020). It can also facilitate communication between IIoT devices, the cloud, and the blockchain network. 
Blockchain networks can aid IoT in billing, e-trade, shipping, supply chain management, and energy trading (Alam 2021). Smart 
contracts and IoT asset tracking can enhance IoT security, functionality, and efficiency. 
 

6. Constraints and research directions 
 

The challenges of securing Internet of Things devices are covered in this section. 
 

6.1. Resource constraints 
 

IoT's resource constraints make difficult to provide a reliable security system. To implement effective protocols, energy 
efficiency and lightweight procedures must be improved, while enhancing energy harvesting systems. 
 

6.2. Distinctive apparatuses 
 

The implementation of a multi-layer security structure is necessary for diverse equipment, which can range from 
powerful servers to tiny, low-power electronics with monitors. Whenever the services are offered to end users, the structure 
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must adjust to the assets that are available. It should decide the security techniques to utilize the IoT tiers. The analysis needed 
for an adaptive security system depends on a standardized set of resources that must be used in IoT designs. 
 

6.3. Protocol compatibility for protection 
 

The international IoT security framework requires collaboration between protocols at different layers to standardize 
safety requirements at each level using structural restrictions assessment. 
 

6.4. Singular sources of failures 
 

IoT's heterogeneous systems increase failure risk, necessitating further research to ensure component availability for 
essential applications. Implementing standards and processes can provide redundancy while balancing costs and infrastructure 
dependability. 
 

6.5. Weaknesses in software and hardware 
 

Low-cost and low-power devices increase vulnerability to hardware defects in IoT design. Confirming security 
techniques in equipment, navigation, and packet handling is crucial for preventing and fixing vulnerabilities post-deployment. 
 

6.6. Dependable management and upgrades 
 

The research on secure software administration for IoT devices is a major unresolved issue, with concerns about 
governance, data privacy, and scaling. Blockchain-based technology could help, but challenges include scaling, effectiveness, 
and key collisions. 
 

6.7. Weaknesses in blockchain 
 

Blockchain technologies, despite their robust IoT security, are vulnerable to attacks (Wang et al 2022). Hackers can 
compromise consensus systems and internet credentials, necessitating the development of effective methods to secure 
transactional confidentiality and prevent race assaults. 
 

7. Final considerations 
 

This study examines the security concerns of IoT devices, focusing on middle, high, and low-level layers. It provides the 
main security concerns, groups them according to the IoT tiers, and outlines suggested scholarly approaches. A presentation of 
a parametric analysis of IoT threats and security mechanisms is provided, with a focus on possible links to blockchain solutions. 
To create dependable and easily accessible IoT security solutions, researchers need to concentrate on these obstacles and 
address both known problems and open research topics to create a global strategy. In the future, the scope will involve 
developing IoT device capabilities for increased security, setting international standards, and encouraging the creation of safe 
equipment. 
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