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Abstract Integrating Environmental, Social and Governance (ESG) principles into "smart building" development represents
a critical step toward sustainable urbanization. This study aims to develop a comprehensive ESG-based assessment
framework for smart buildings, specifically within the Malaysian context. To identify key themes, research trends and
interdisciplinary relationships, the researchers conducted a bibliometric analysis using VOSviewer, focusing on the co-
occurrence of keywords related to smart buildings, sustainability and ESG elements. Findings showed that concepts
including smart building, sustainability and governance are fundamental to the dialogue, underscoring the advancing
importance of smart infrastructure in meeting the Sustainable Development Goals (SDGs). Rather than employing a
standard systematic review, this study adopts a bibliometric technique that visually and quantitatively illustrates the
research landscape, offering a comprehensive view of scholarly activity over the previous decade. This study systematically
developed a conceptual model, drawing on bibliometric findings to integrate ESG elements into "smart building"
assessment. The environmental dimension emphasizes resource efficiency and renewable energy use. The social dimension
prioritizes occupant well-being, inclusivity and health. While the governance dimension addresses regulatory compliance,
transparency and digital ethics. While regulatory compliance, transparency and digital ethics adressed in governance
dimension. This framework enhances sustainable building practices towards national agenda for smart city development
and offers a fundamental framework for future smart building.

Keywords: environmental sustainability, social well-being, governance, smart technologies, VOSviewer

1. Introduction

The growing emphasis on sustainability has brought transformative impacts to the architecture, engineering and
construction sectors by reshaping the way urban environments are conceptualized and delivered. In Malaysia, this
transformation is important due to rapid urbanization with estimates indicating close to 85% of the population will reside in
urban areas by 2040 (Kanasan & Hassan, 2023). This projected demographic shift exerts increasing pressure on infrastructure,
resource consumption and environmental management. As a result, there is a critical need for innovative and sustainable
development approaches. In response to these challenges, the Malaysian government introduced the Malaysia Smart City
Framework (MSCF) designed to guide the strategic planning and implementation of smart urban development nationwide
(Ministry of Housing and Local Government, 2018). The MSCF is not only aligned with national development agendas but also
reflects global imperatives such as the United Nations Sustainable Development Goals (SDGs), which emphasize sustainability,
resilience and inclusivity (National Digital Department, 2024).

Smart buildings are emerging as critical enablers within the broader smart city ecosystem. Smart buildings serve as
integral components of smart cities, utilizing advanced technologies to enhance resource efficiency and improve the quality of
urban life (Mayouf et al., 2024). These structures leverage the Internet of Things (loT), artificial intelligence (Al) and automation
technologies to enhance energy efficiency, reduce environmental impacts and improve occupant well-being (Poyyamozhi et
al., 2024). Although technological advancement is frequently the primary focus, the content highlights the importance of
integrating Environmental, Social and Governance (ESG) principles into smart infrastructure to achieve holistic sustainability
(zhang et al., 2024; Chopra et al., 2024; Aldowaish et al., 2022; Sadiq et al., 2022). In Malaysia, ESG has become a central pillar
of the national sustainability agenda, acting as a strategic tool for investors and financial institutions to evaluate long-term
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corporate resilience and ethical practices. Despite the developments, implementation of ESG principles within the built
environment remains significantly oriented on the environmental dimension. In contrast, the social and governance aspects
receive comparatively less attention. For example, although smart technologies are capable of optimizing energy usage and
mitigating environmental degradation, the potential to enhance occupant health, promote digital equity, encourage
community engagement and ensure ethical data governance is often underutilized (Wei et al., 2024; Goel et al., 2024). In
parallel, governance-enabling technologies such as digital twins, blockchain and smart contracts provide tools for enhancing
transparency, ensuring regulatory compliance and building trust. However, these technologies are not yet widely integrated
into Malaysian smart building practices (Akhtar et al., 2025).

Furthermore, while global assessment tools such as the Smart Readiness Indicator (SRI), SmartScore and SPIRE offer
benchmarks for evaluating technological sophistication and digital connectivity but the short fall in providing a comprehensive
integration of ESG metrics, particularly those about social inclusivity and governance integrity (Martinez et al., 2021; UL
Solutions, 2023). In the Malaysian context, the absence of a national regulatory or assessment framework that explicitly
incorporates ESG criteria into smart building development further exacerbates this issue. Consequently, existing approaches
lack a systematic framework for assessing the impact of smart buildings on overarching ESG objectives. The outcome causes
sustainability efforts to be scattered and could undermine the trust and confidence of investors and other stakeholders.
Accordingly, current practices lack a structured mechanism for evaluating how smart buildings support broader ESG goals. This
result leads to disjointed sustainability initiatives and may weaken investor confidence and stakeholder trust.

A critical examination of existing literature reveals a significant research gap. While prior studies have primarily focused
on the technological aspects of smart buildings such as energy performance, automation and system integration (Billanes et
al., 2025; Mayouf et al., 2024; Karoon et al., 2025). There is limited empirical research that systematically explores how ESG
dimensions especially the social and governance components can be operationalized within smart building development
frameworks. This lack of scholarly attention is particularly evident in developing countries like Malaysia, where urban
transformation is accelerating but institutional and regulatory structures remain underdeveloped. Furthermore, there is a lack
of dedicated evaluation models that comprehensively incorporate ESG and constraining smart buildings’ ability to enable
sustainable city transformations. Current frameworks often consider technology-focused perspective and frequently overlook
the interconnection of environmental outcomes, social fairness and governance readiness.

Malaysia’s vision to become a Smart Nation and achieve Net Zero Carbon emissions by 2050, a paradigm shift is
necessary. It is crucial to move beyond viewing smart buildings merely as technological assets. Instead, multi-dimensional socio-
technical systems are capable of supporting comprehensive ESG outcomes. This shift calls for the development of an ESG-based
smart building assessment framework that evaluates not only environmental performance but also addresses social well-being,
digital ethics, public health and governance mechanisms. Therefore, this study is essential and aims to address the existing
conceptual and practical void by proposing an integrated ESG based assessment model designed specifically to the Malaysian
context. A framework could serve as a blueprint for sustainable urban development, support evidence-based policymaking,
attract responsible investments and make a meaningful contribution to both national strategic objectives and global
sustainability commitments.

2. Methodology

This study utilizes bibliometric analysis through VOSviewer which is a powerful tool that enables visualization and
examination of complex relationships among keywords, authors, citations and institutions in scholarly literature. The generated
network maps illustrate the co-occurrence and clustering of keywords across research articles focusing on smart cities, smart
buildings, sustainability and Environmental, Social and Governance (ESG) principles. By analyzing node size, proximity and link
strength, VOSviewer reveals underlying research trends, core themes and interdisciplinary connections, offering a
comprehensive landscape of the academic dialogue (Van Eck & Waltman, 2010; Chen et al., 2021). Unlike systematic reviews,
which qualitatively synthesize selected studies based on strict inclusion criteria to provide detailed content and methodological
insights (Page et al., 2014). A bibliometric analysis offers a macro-level perspective that highlights evolving focal points and
collaborative networks across a broader research corpus (Zupic & Cater, 2015). This approach is particularly valuable in rapidly
advancing fields like smart building research, where understanding thematic clusters such as those centered around “smart
building” can illuminate key performance indicators and assessment frameworks critical for integrating ESG principles (Nguyen
et al., 2022; Shah et al., 2023). The visualization thus underscores the important role of smart building concepts in bridging
technological innovation with sustainability and governance metrics. This help to map future directions and identify research
gaps in this dynamic field.

2.1. Data collection

Initially, thematic areas were identified to guide the research focus. Data related to smart buildings and smart cities
were extracted from the Scopus database. The thematic focus includes smart buildings in relation to environmental, social and
governance aspects. Smart cities were incorporated in the search due to the limited availability of research explicitly integrating
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smart buildings with ESG elements. As outlined in the introduction, smart buildings are integral components of smart cities and
several key elements in smart city assessments are applicable to smart building performance evaluations. The Scopus database
was selected for its comprehensive coverage and relevance. Figure 1illustrates the research activities, divided into three stages
which are research goal setting, data collection and data analysis.

This study organizes its research process into three structured phases which are setting research objectives, collecting
data and conducting analysis, as outlined in Figure 1. Researchers deliberately design each phase to thoroughly and
methodically investigate how to integrate Environmental, Social and Governance (ESG) principles into smart building
assessments within the Malaysian context. In the first phase, researchers clearly articulated the research goals to establish a
strong conceptual foundation. Four primary objectives guided the study which (1) to emphasize the significance of embedding
ESG principles in smart building assessment frameworks, (2) to explore existing literature linking smart buildings with ESG
elements, (3) to identify specific assessment criteria relevant to ESG dimensions and (4) to develop a conceptual framework
that aligns ESG considerations with smart building performance metrics. These goals demonstrate the study’s commitment to
addressing both theoretical and practical gaps in current sustainability frameworks.

Research Goal Setting Data Collection Data Analysis
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Figure 1 Research activities.

The second phase is data collection, relied on the Scopus database due to its extensive repository of peer-reviewed
academic literature and compatibility with bibliometric tools such as VOSviewer. The researchers deliberately and inclusively
selected keywords to comprehensively retrieve significant literature such as smart building, smart city and ESG-related terms
like environment, social and governance . Using this approach, it systematically gathered key studies for the analysis. This
approach ensured a comprehensive retrieval of pertinent literature. An initial screening identified 410 documents. After
refining the dataset through abstract reviews and limiting the scope to studies conducted in or related to Malaysia between
2015 and 2025, the researchers reduced the dataset to 114 highly relevant publications. In the final phase, the data analysis
involved bibliometric mapping using VOSviewer to perform a co-occurrence analysis of keywords. This technique uncovered
thematic clusters and relationships among ESG-related concepts within the smart building discourse. Notably, the analysis
enabled the identification of key criteria associated with the environmental, social and governance dimensions. Next,
researchers conducted a content analysis of the 114 selected papers to extract, categorize and synthesize these criteria.
Organize the findings into a structured framework that groups smart building indicators according to the three ESG principles
and providing a comprehensive lens to evaluate sustainability performance.

This sequence steps methodology highlights the study’s rigor and strengthens its contribution to the expanding field of
smart and sustainable development. By integrating quantitative bibliometric methods with qualitative content analysis, the
research blends data-driven insights with conceptual depth, paving the way for a practical and scalable ESG-based smart
building assessment model designed to meet national development goals.

The literature search for this study employed the Scopus database, chosen for its extensive repository of peer-reviewed
scholarly publications and its robust bibliometric features. Scopus database for bibliometric studies utilizing tools such as
VOSviewer, as it provides well-organized metadata and comprehensive citation indexing, which are critical for visualizing
academic trends and research linkages. Researchers constructed the search query to capture relevant studies that explore the
intersection of smart technologies and Environmental, Social and Governance (ESG) principles within the Malaysian context.
Keywords included such as smart home, smart building, smart city and intelligent building. Along with the variations to ensure
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broad coverage of documents related to smart and intelligent systems. These terms highlight the study's technological focus,
particularly innovations in building design and urban infrastructure.

Researchers designed the search strategy as per Table 1 is to align with the ESG framework by including additional
keywords such as environment, environmental, social and governance. These terms targeted studies that directly address
enviromental sustainability, social impact and governance, the key pillars of the ESG paradigm. Researchers also included the
keyword Malaysia in the TITLE-ABS-KEY field to ensure the search results focused on studies relevant to the Malaysian context.
This targeted approach enables the findings to support national policy formulation, inform urban planning and enhance the
development of smart infrastructure throughout Malaysia. The use of Boolean operators (e.g., OR, AND) and the structured
field search (TITLE-ABS-KEY) helped to refine the search results by ensuring that the retrieved documents were not only topically
relevant but also located within the appropriate textual fields, such as titles, abstracts, or keywords. This approach increases
the specificity and relevance of the data collected for analysis. Overall, this targeted search strategy ensures that the
bibliometric analysis is grounded in high-quality, contextually relevant literature that reflects the integration of "smart" building
and city concepts with ESG principles in Malaysia. The results of this search formed the foundation for subsequent bibliometric
mapping and thematic clustering using VOSviewer, which enabled the identification of research trends, dominant keywords
and potential gaps in the literature.

Table 1 Search strategy.

Database Search string
Scopus ( TITLE-ABS-KEY ( "smart home" OR "smart building" OR "smart city" OR "smart cities" OR "intelligent building" OR
"intelligence building" OR "intelligent city" OR "intelligent cities" OR "intelligent building" OR "intelligence building" OR

"intelligence city" OR "intelligence cities" ) AND TITLE-ABS-KEY ( "environment" OR "environmental" OR "social" OR
"governance" ) AND TITLE-ABS-KEY ( malaysia ) )

3. Result and Discussion

The integration of advanced technologies in the construction industry particularly in the operation of smart buildings
has emerged as a strategic response to complex challenges, interlinked challenges related to energy efficiency, environmental
sustainability, social equality and transparent governance (Castro-Lacouture, 2023; Rane, 2023). Beyond the technological
adoption, smart buildings represent a paradigm shift in how built environments are conceptualized, designed and managed to
serve as foundational elements in the broader evolution of smart cities. These buildings are no longer passive structures
instead, it operates as intelligent, responsive ecosystems that optimize resource utilization, personalize occupant experiences
and ensure dynamic compliance with evolving global standards and regulatory frameworks. The Internet of Things (loT),
artificial intelligence (Al) and machine learning (ML) have catalyzed the emergence of highly adaptive, occupant-centric building
management systems (Sinha, 2024). These innovations enable predictive maintenance, real-time energy analytics and
behavioral modeling, fundamentally redefining how buildings interact with both internal and external environments.
Importantly, smart buildings are now being assessed not solely through traditional performance metrics but via a
multidimensional perspective that includes energy performance, environmental impact, social inclusivity and governance
accountability as the dimensions increasingly aligned with Environmental, Social and Governance (ESG) principles.

This evolution requires a more comprehensive and structured evaluation framework that extends beyond technological
effectiveness. Key indicators within this framework include renewable energy integration, adaptive thermal comfort systems
that respond to user preferences and climate variations, biophilic design elements that foster psychological well-being and
robust policy alignment mechanisms. Instead of considering these criteria separately, the framework highlights the
interdependencies, recognizing that sustainable performance arises from systemic synergy. In presenting this framework, the
paper challenges conventional models of building assessment and proposes an innovative assessment. ESG driven approach
that positions smart buildings as ethical, resilient and intelligent entities within the urban development. This approach not only
advances sustainability agendas but also reimagines the role of buildings in promoting equility, enhancing liveability and
supporting long-term governance goals.

3.1. Data analysis

The VOSviewer analysis visualizes the relationships and connections between smart building criteria and ESG principles.
Figure 2 illustrates the strength of the connections among smart building criteria based on ESG principles, which forms the basis
of the analysis. The environmental principle is strongly linked to the terms energy efficiency and management, renewable
energy, carbon reduction and water and waste management. Smart buildings play an important role in optimizing energy
consumption and promoting environmental sustainability.

The social principle within the ESG framework is closely linked to human comfort, passive design strategies, occupant
health, well-being, safety and accessibility to essential facilities (Kuok Ho, 2023). The analysis identifies several key areas,
including healthcare accessibility and its social implications, the application of advanced technologies such as machine learning
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for crime prediction and the promotion of inclusivity across diverse backgrounds and abilities. These elements are aligned with
social indicators of smart buildings and demonstrate the potential of such developments to improve life quality significantly.
Specifically, smart buildings can enhance access to healthcare, reinforce safety measures and support inclusive design through
the integration of loT and Al technologies (Poyyamozhi et al., 2024; Singh, 2025; Alahi et al., 2023). These innovations not only
elevate human-centered design but also foster socially responsible communities, directly supporting the social dimension of
ESG indicators for smart buildings (Kim & Jeong, 2025).
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Figure 2 Smart building VOSviewer bibliometric analysis.

The governance principle, on the other hand is increasingly associated with blockchain technologies and decentralized
governance models. It underscores the importance of transparency, security and efficiency in the management and operation
of smart buildings (Khan et al., 2025; Taboada-Orozco et al., 2024). loT, Al and machine learning serve as technological enablers
that bridge governance with ESG principles by facilitating data-driven decision-making, predictive analytics and sustainable
operations. These technologies underpin transparent systems that are integral to smart building frameworks. Furthermore,
effective governance frameworks ensure the successful integration of smart technologies, promote citizen engagement and
support regulatory compliance as the core elements for smart buildings implementation in urban environments (Kaiser, 2024;
Worrakittimalee et al., 2024). Ultimately, governance plays a critical role in advancing sustainability, energy efficiency and
environmental stewardship. It provides a strategic foundation for aligning smart building initiatives with the broader objectives
of smart cities, ensuring a balanced approach that considers technological advancement, environmental impact and social
needs (Chen et al., 2025; Valencia-Arias et al., 2025; Shao & Min, 2025).

3.2. Smart building criteria in environmental element

The environmental element of smart buildings focuses on minimizing ecological footprints through strategies such as
enhancing energy efficiency, integrating renewable energy sources, utilizing sustainable materials and conserving resources
(Chao, 2013; Mustapha et al., 2025; Orikpete et al., 2023). As illustrated in Figure 3, key environmental criteria that receive
significant attention in the literature include the adoption of renewable energy technologies. The application of smart energy
meters for real-time monitoring and optimization and the implementation of automated systems for building operation and
maintenance. These initiatives are widely supported by ongoing research activities, reflecting the importance in promoting
sustainability within the built environment.

Environmental issues have become a global priority in the face of climate change and the depletion of natural resources.
Several key areas play a crucial role in addressing these challenges including water conservation, energy efficiency, demand-
side energy management, carbon emission reduction and waste management. Each of these components contributes to a more
sustainable and balanced ecosystem and should be approached collectively to ensure meaningful environmental progress.
Water conservation is a critical necessity as global water demand continues to rise while freshwater availability reducing due
to pollution, overuse and climate-related disruptions (Chen & Lai, 2023; El Moll, 2023). Some effective methods such as
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rainwater harvesting, low-flow fixtures and responsible agricultural irrigation can significantly reduce water wastage. At the
policy level, governments must implement regulations that protect watersheds and promote sustainable water use, particularly
in regions with limited water resources. Educating the public on the value of water as a finite resource is also crucial to changing
consumption habits. Energy efficiency refers to using less energy to perform the same tasks, which helps to reduce greenhouse
gas emissions and lower energy costs. It is one of the most cost effective ways to combat climate change. Advanced technology
such as LED lighting, energy-efficient appliances and smart building systems are making it easier for households and businesses
to reduce energy consumption (Widartha et al., 2024). Moreover, countries that invest in energy efficiency often experience
improved energy security, reduced dependence on imports and stronger economic competitiveness. Demand-side energy
management (DSM) involves modifying consumer demand for energy through various methods such as incentives, time-based
pricing and smart grid technology. Unlike traditional supply-side strategies that focus on producing more energy, DSM
emphasizes optimizing energy consumption patterns. This shift is critical in managing peak loads, reducing the strain on power
grids and integrating renewable energy sources more effectively (Rehman et al., 2021).
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Figure 3 Smart building criteria for environmental element.

Carbon emissions remain the most significant driver of global warming. The burning of fossil fuels in power plants,
vehicles and industries releases huge amounts of carbon dioxide into the atmosphere. The emissions can be reduced by
combining strategies such as switching to renewable energy sources such as wind and solar to improve public transportation,
promoting electric vehicles and deploying carbon capture technologies (Kwilinski et al., 2024). The Paris Agreement highlight
the urgency and collective responsibility of nations to curb emissions and limit global temperature rise. Waste management is
a fundamental pillar of environmental sustainability. Poorly managed waste contributes to air, water and soil pollution,
endangers wildlife and poses serious health risk (Chen & Lai, 2023; FALKNER, 2016). Effective waste management methods
includes reducing waste generation, reusing materials, recycling and safe disposal of hazardous substances. The adoption of
circular economy principles means designing products for longevity, repairability and recyclability, which can drastically reduce
the amount of waste sent to landfills. Community involvement and strict regulatory frameworks are essential in creating cleaner
and more sustainable urban environments. A holistic and integrated approach that encompasses water conservation, energy
optimization, carbon management and responsible waste handling are required (Vergara-Araya et al., 2020). Authorities,
businesses and citizens must work together to create creative solutions and dedicate themselves to lasting changes in behavior.
Only through concerted global action can we safeguard the environment and ensure a livable planet for future generations.

The integration of advanced technologies in smart buildings optimizes energy consumption while ensuring occupant
comfort and environmental sustainability. Technologies for energy optimization including the Internet of Things (loT) and
Artificial Intelligence (Al), play a critical role by enabling predictive modeling to anticipate energy requirements and proactively
regulate system performance. These intelligent systems can result in energy savings of up to 35% across whole-building
operations (Lee et al., 2022). Similar findings by Aghili et al. (2025) demonstrated that integrating Al-based controls in heating,
ventilation and air conditioning (HVAC) systems can lead up to 40% reduction in energy consumption. Optimization of energy
consumption powered by Artificial Intelligence (Al) not only reduces operational expenses but also plays a crucial role in
decreasing carbon emissions, thereby supporting national and international climate objectives, such as the Paris Agreement.
Moreover, smart buildings are increasingly incorporating renewable energy systems especially on-site photovoltaic (PV) solar
panels, to generate clean energy and reduce dependence on conventional power grids. The integration of hybrid systems such
as wind turbines, further improves energy resilience and expands the diversity of the energy portfolio. These systems are
essential for achieving net-zero carbon goals and promoting energy autonomy (Maka et al., 2024). Wheeler et al. (2022)
demonstrated that combining photovoltaic systems with smart inverters enables buildings to actively cut carbon emissions by
up to 42% in just one year. However, the intermittent nature of renewable energy necessitates the adoption of advanced
energy storage systems such as lithium-ion and flow batteries. These storage systems allow surplus energy generated during
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peak sunlight or wind periods to be stored and redistributed during periods of low generation, ensuring uninterrupted power
supply.

Smart energy management systems (SEMS) act as the central nervous system of the building, leveraging real-time data
and Al algorithms to monitor, control and optimize the generation, storage and consumption of energy. This level of control
facilitates not only efficient energy use but also adaptive responses to grid demand, time-of-use pricing and environmental
conditions. In advanced smart buildings, Smart Energy Management Systems (SEMS) actively integrate with Building
Management Systems (BMS) and external power grids to support demand response initiatives, thereby enhancing the overall
efficiency of the energy ecosystem. Previous research by Chen et al. (2025) supports this claim, finding that buildings equipped
with Al-based SEMS reported not only reduced peak load demand but also enhanced energy security and reliability in smart
city contexts. Beyond energy, smart environmental technologies extend to water and waste resource management. Smart
water-saving technologies, including intelligent irrigation systems, utilize environmental sensors to adjust water consumption
according to real-time weather data and soil moisture levels. This method effectively prevents over utilize water resource and
significantly minimizes waste water. Similarly, smart plumbing systems equipped with leak detection sensors can identify and
isolate leaks immediately as well as preventing water loss of up to 20% (Romero-Ben et al., 2023; Gupta et al., 2020; El-Zahab
& Zayed, 2019), which is particularly critical in regions experiencing water stress. Comparable outcomes, who found that smart
plumbing systems reduced annual water consumption in high-rise residential buildings by an average of 18%, especially in
drought-prone regions (Zhao et al., 2018).

Smart waste management is another integral component of environmentally responsive building systems. loT-enabled
waste bins equipped with sensors provide continuous data on fill levels, bin orientation and temperature as well as enabling
dynamic scheduling of waste collection. These systems minimize unnecessary vehicle movements, reduce fuel usage, decrease
greenhouse gas emissions and lower labor expenses (Hussain et al., 2024). Additionally, cutting-edge technologies that employ
robotic waste sorting and utilize low-carbon or recycled construction materials actively reinforce circular economy practices
and diminish the embodied carbon associated with building development and operation (Dulguun, 2023; Idir et al., 2025;
Chauhan et al., 2022). In a comparative analysis, the adoption of intelligent waste management systems in institutional
environments resulted in a 28% decline in waste-related expenses and a 15% reduction in carbon emissions, demonstrating
cost-effectiveness and sustainability (Lakhouit, 2025; Fang et al., 2023; Fatorachian et al., 2025). Unlike previous isolated
methods, the present analysis focuses on integrated system functionality, real-time enhancement and intersectoral efficiency,
especially through the integration of Al across the energy, water and waste management subsystems. This study addresses the
existing gap in research on the holistic environmental intelligence of smart buildings, policymakers and practitioners to develop
comprehensive sustainability frameworks that scale effectively and adapt to both urban and rural environments. In summary,
the integration of Al-driven systems across energy, water and waste management in smart buildings enables a unified, efficient
and sustainable approach to environmental resource management. By harnessing real-time data and advanced analytics, these
intelligent systems optimize operational performance, reduce emissions and support circular economy principles. This
comprehensive and interconnected strategy positions smart buildings as key contributors to achieving long-term sustainability
and resilience in both urban and rural settings.

3.3. Smart building criteria in social element

The social element emphasizes improving the well-being, comfort and inclusiveness of building occupants. Indoor
environmental quality (IEQ) is given priority through real-time tracking of air quality, temperature and humidity as enabled by
advanced HVAC systems and loT sensors. Intelligent HVAC systems sustain ideal thermal conditions while reducing energy
usage and air purification systems to identify and eliminate pollutants and enhance indoor air quality (Aghili et al., 2025). As
illustrated in Figure 4, comfort, health and safety and security are predominant aspects within the social dimension.

The social dimension of sustainability is often underrepresented compared to its environmental and economic
counterparts, despite being equally essential for achieving long-term well-being and inclusive development. Social factors such
as comfort, health, user engagement, safety, accessibility and effective communication are central to create environments that
uphold human dignity, inclusivity and quality of life (Maidin et al., 2021). A space, system or policy can be truly successful if it
accommodates the diverse needs of its users. Comfort and health form the foundation of a balanced and productive life with
well-designed physical environments enhancing comfort through adequate ventilation, natural lighting, sound control and
thermal regulation. Beyond physical aspects, comfort also includes mental and emotional well-being, as environments that
foster relaxation, reduce stress and support psychological health are crucial in both personal and professional settings
(Apriyanti et al., 2024). In this regard, human-centric design plays a critical role in creating spaces that promote healthy
lifestyles. Moreover, user engagement ensures individuals are actively involved in decisions that impact to users by enhancing
the relevance and effectiveness of policies and spaces. Empowering people to express user concerns and preferences increases
satisfaction, strengthens community bonds and fosters a sense of ownership. Modern tools such as surveys, public
consultations and participatory design models promote meaningful engagement and achieve more inclusive outcomes. Safety
is another pillar of social sustainability, involves not only physical protection from harm but also emotional security and
cybersecurity (Eizenberg & Jabareen, 2017). Well-lit environments, clear emergency procedures and inclusive safety protocols
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contribute to a universal sense of security, regardless of age, gender, or ability. In today’s digital world, protecting personal
data and ensuring safe online spaces are also critical for maintaining trust and upholding social values. Equally important are
accessibility and communication, which are foundational to social equity. Accessibility beyond physical infrastructure to include
digital inclusion, clear communication of information and the removal of systemic barriers (van Wee, 2022). The effective
communication delivered in multiple languages, media formats and technologies ensures that all members of society can access
essential services and information. This method enables full participation in community life and helps reduce social disparities
(Mittra et al., 2025). Social sustainability is indispensable in designing functional, inclusive and empowering spaces and systems.
By prioritizing comfort, safety, engagement and accessibility, contribute to building resilient societies based on statisfaction,
trust and a shared sense of belonging.

Comfort & Health
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Social
ocia Safety
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Communication

Figure 4 Smart building criteria in social element.

Many researchers agree that the outlined criteria are instrumental in sustaining a high quality of life within built
environments. Adaptive thermal comfort systems is driven by Artificial Intelligence (Al) and the Internet of Things (IoT), offer
customized temperature regulation based on user preferences and real-time environmental feedback. Thereby optimizing
energy consumption while enhancing occupant comfort (Lee & Lee, 2023; Ahsan et al., 2024; Ghahramani et al., 2020). Similarly,
smart lighting and acoustic systems substantially improve cognitive performance, concentration and psychological well-being
in residential and workplace settings (Song & Calautit, 2024; Melikoglu, 2024; Soheilian et al., 2021). Inclusivity in smart
buildings through universal design principles that ensure accessibility for users of all physical abilities. Integrating Al-driven
vertical mobility devices, including elevators and escalators, it enhances ease of movement and safety for older adults and
those with physical or cognitive challenges (Jain et al., 2025). Moreover, biophilic design is a concept that incorporates natural
elements into architectural space. It has been a relationship with reduced stress, improved mood and increased productivity
among occupants (Alam, 2023; Asojo & Hazazi, 2025). Combining wellness-oriented architecture with intelligent automation
enables smart buildings to act as holistic environments that support mental, emotional and physical health. Lv & Sarker (2024)
emphasize that such integration not only enhances workplace efficiency but also contributes to mental resilience in urban
populations. Studies by Sleiman et al. (2024) further confirm that occupant-centric smart environments contribute to long-term
health benefits and stress reduction.

Safety and emergency preparedness are integral components of smart building systems. Smart surveillance, facial
recognition and motion detection technologies enable real-time security monitoring and prevent unauthorized access (punith
et al., 2024). Advanced emergency response systems utilize sensor-based data to detect critical incidents such as fires,
earthquakes, or toxic gas leaks and automatically initiate evacuation protocols through mobile notifications and dynamic
signage (Sharma et al., 2025; Sun et al., 2025). These systems significantly enhance situational awareness and response time,
as noted by Shaharuddin et al. (2023), which highlights the effectiveness in reducing injury and damage during emergencies.
Furthermore, loT-enabled platforms facilitate social engagement and environmental awareness among occupants. By offering
real-time data through mobile applications and dashboards, users can monitor and optimize energy usage, indoor air quality,
temperature, lighting and humidity levels. This active engagement enhances energy efficiency and user satisfaction, as
demonstrated in studies by Almudayni et al. (2025) and Poyyamozhi et al. (2024). Chen et al. (2012) found that interactive
feedback mechanisms, such as goal-based energy cost reduction prompts, effectively influence sustainable behavior and long-
term energy conservation.

In conclusion, the integration of intelligent technologies with user-centered design in smart buildings not only improves
functionality and safety but also promotes health, inclusivity and environmental responsibility. Recent empirical studies
strongly support the claim that smart buildings play an important role in enhancing modern lifestyles through technology-
driven, sustainable solutions. This study contributes to the growing body of knowledge on smart building systems by offering
an integrated perspective that combines environmental comfort, safety, inclusivity and user engagement within a single holistic
framework. While existing studies often focus on isolated elements, such as energy efficiency, security and indoor air quality
but this research emphasizes the interconnected nature of intelligent systems. It highlights the cumulative impact on occupant



about:blank
about:blank
https://www.malque.pub/

well-being and building performance. By synthesizing insights from diverse fields, including architecture, engineering, human-
computer interaction and sustainability science, the study provides a multi-dimensional approach that supports the
development of more resilient and user-centered smart environments.

3.4. Smart building criteria in governance element

The governance element in smart building development plays an important role in ensuring compliance with legal
regulations, industry certifications and ethical standards. While fostering stakeholder collaboration, data privacy and
transparent decision-making. Effective governance in this context not only ensures regulatory compliance but also establishes
the trust and accountability needed to sustain and strengthen smart infrastructure systems over the long term (Wolniak, &
Stecuta, 2024; Yin & Song, 2023). Policy compliance in smart building governance have several critical dimensions, including
energy efficiency, safety standards, cybersecurity and interoperability within broader smart city ecosystems. In Malaysia,
building energy performance is regulated by standards such as MS1525:2019, which outlines recommended practices for
enhancing energy efficiency in non-residential buildings. Additionally, the American Society of Heating, Refrigerating and Air-
Conditioning Engineers (ASHRAE) sets international benchmarks that optimize HVAC systems and promote sustainable building
performance. A study by Shari et al. (2023) highlighted that high-rise government office buildings in Malaysia recorded an
average Building Energy Intensity (BEI) of 161 kWh/m?/year, exceeding Green Building Index (GBI) targets. Through a calibrated
energy simulation approach, identified optimal retrofit strategies for building envelopes, achieving annual energy savings of
4% to 7%, which aligns with the standards of the Green Building Index (GBI) and the Economic Planning Unit (EPU) (Shari et al.,
2023). Recent research highlights how integrated energy management systems effectively reduce energy waste, enhance
occupant comfort and advance smart building capabilities (Bayasgalan et el., 2024; Hakawati et al., 2024).

Despite rapid technological advancements, Malaysia still lacks a dedicated national framework for smart buildings. This
gap is a barrier for systematic and integrated implementation. UL Solutions is a global leader in applied safety science and
developed the SPIRE program. Similarly, the European Union (EU) and SmartScore introduced the Smart Readiness Indicator
(SRI) and SmartScore certifications, respectively. These organizations jointly develop internationally recognized certification
systems and offer comprehensive frameworks to assess the smart capabilities of buildings. These frameworks are essential for
performance benchmarking, guiding investment decisions and ensuring interoperability across digital platforms (Delavar et al.,
2025; Siddique et al., 2023; Martinez et al.,, 2021). One of the most crucial concerns in smart building governance is
cybersecurity. Given the interconnected nature of loT-based systems, smart buildings are inherently vulnerable to cyber
threats, including device misconfigurations, the absence of standardized security protocols and insider threats. Without robust
cybersecurity strategies, even the most advanced buildings remain at risk. To address this, comprehensive cybersecurity
frameworks must incorporate multi-factor authentication, end-to-end encryption, real-time threat detection, and regular
security audits. Achaal et al. (2024) emphasized that these measures are essential for safeguarding user data, protecting digital
infrastructures and ensuring compliance with global data protection standards, such as the General Data Protection Regulation
(GDPR) (Achaal et al., 2024). Moreover, current literature stresses the need to incorporate Al-based threat intelligence systems
to strengthen cyber-resilience in smart environments (Alsulami, 2024).

Performance monitoring and data analytics drive smart building governance by enabling predictive maintenance,
analyzing occupant behavior and optimizing energy efficiency. However, the complexity and large scale of modern smart
buildings make manual monitoring impractical. Instead, the deployment of Al-driven systems and loT sensors provides real-
time insights that empower data-informed decisions aligned with sustainability objectives. Studies have shown that data-
centric decision models significantly enhance operational efficiency and reduce resource consumption in intelligent buildings
(Billanes et al., 2025).

Figure 5 illustrates how governance actively drives the development and implementation of smart infrastructure and
sustainable building systems. It exerts its influence through two interrelated components which are data management and
policy-practice alignment. Firstly, robust governance frameworks support the creation of comprehensive data management
systems that oversee data collection, storage, security and analytics in a systematic and integrated manner. This structured
system provides operational insight and strengthens the credibility of governance practices. At the same time, it improves the
precision and effectiveness of energy monitoring and performance optimization in smart building environments. Secondly,
governance serves as the driving force behind the formulation and execution of strategic policies. Policies rooted in strong
governance frameworks provide the necessary standards, regulatory mechanisms and implementation strategies that guide
the deployment of smart technologies. Policy plays an important role in defining energy efficiency objectives and ensuring the
protection of occupant well-being. Ultimately, effective governance ensures that data-driven decision-making and policy
implementation are harmonized, thereby enabling smart infrastructure systems that are not only efficient and sustainable but
also resilient and adaptive to changing needs.

The integration of digital twin technologies in energy performance monitoring significantly enhances governance by
supporting continuous oversight and enabling informed as well as data-driven decision-making processes. At the core of this
transformation lies effective data management, which serves as a critical enabler for smart buildings. Through the seamless
integration of smart platforms, these systems facilitate comprehensive data collection, energy optimization and autonomous
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operational adjustments. These platforms harness the power of loT devices and sensor networks to collect real-time data on a
wide range of parameters, including energy consumption patterns, environmental conditions and occupant behaviors. Detailed
and real-time data enable intelligent control systems to adaptively manage Heating, Ventilation and Air Conditioning (HVAC)
functionalities, lighting in response to occupancy patterns and daylight integration to maximize energy performance while
maintaining occupant comfort (Omole et al., 2024; Toyibah Masyhur et al., 2024; Yao et al., 2023). Furthermore, the use of
centralized, intelligent platforms promotes transparency and accountability in building management. By providing building
managers with an integrated and real-time overview of energy usage and operational performance, these platforms support
more accurate maintenance planning, resource allocation and progress tracking against sustainability benchmarks (Hauashdh
et al.,, 2024; Kozlovska et al., 2023). These are to facilitate predictive maintenance and proactive interventions, reducing
operational costs and extend asset life cycles. In summary, the integration of digital twin technologies and intelligent data
platforms in energy performance monitoring empowers smart building governance through real-time insights, predictive
capabilities and adaptive control. This not only optimizes energy efficiency and occupant comfort but also enhances
transparency, reduces operational costs and supports long-term sustainability goals.

Data management

Governance

Policy and practice

Figure 5 Smart building criteria in government element.
4. Conclusion and Recommendation

The focus of key environmental priorities such as water conservation, energy efficiency, carbon emission reduction and
waste management with the use of advanced technologies has ushered in a new era of sustainability through the development
of smart buildings. This integrated approach not only addresses critical environmental challenges but also enhances operational
efficiency, resilience and the capacity to adapt to changing conditions. Smart technologies, including Artificial Intelligence (Al),
the Internet of Things (IoT) and Smart Energy Management Systems (SEMS), have proven to be highly effective in optimizing
resource use, minimizing waste and reducing the environmental footprint of building operations. The implementation of
predictive analytics, real-time monitoring and renewable energy systems further reinforces the potential of smart
infrastructure to meet global climate goals, including those outlined in the Paris Agreement. By leveraging the synergies across
sectors such as energy, water and waste management, smart buildings offer a viable and scalable solution for achieving net-
zero emissions and advancing sustainable development. However, the successful adoption of these technologies depends
heavily on the establishment of supportive policy frameworks, active stakeholder engagement and the continuous integration
of intelligent systems that can evolve in response to both environmental and societal needs. To promote the widespread
adoption of smart environmental technologies, governments should introduce and enforce comprehensive policies that
support both the construction of new buildings and the retrofitting of existing infrastructure. These efforts should be
complemented by incentives such as tax reliefs, financial subsidies and certification programs, all of which can accelerate the
transformation toward sustainable construction practices. Stakeholders, including private sector investors and building
operators, should prioritize investments in Al-driven infrastructure, particularly in smart energy and water management
systems. These systems offer advanced predictive capabilities that enhance efficiency, reduce operational costs and contribute
significantly to lowering carbon emissions while improving national energy security.

Furthermore, building developers and urban planners should be encouraged to integrate renewable energy sources such
as photovoltaic (PV) solar panels, wind turbines and hybrid systems. These efforts will reduce dependence on conventional
energy sources and promote long-term energy autonomy. To address the intermittent nature of renewable energy generation,
it is essential to expand the development and deployment of advanced energy storage technologies such as lithium-ion and
flow batteries, which ensure a stable and uninterrupted energy supply. In parallel, waste management systems should be
restructured in alignment with circular economy principles that emphasize the reuse and recycling of materials and the use of
low-carbon construction alternatives. The adoption of robotic waste sorting and loT-enabled waste tracking can further
enhance the efficiency and sustainability of waste management. Another important recommendation is the implementation of
real-time monitoring and data analytics across all environmental subsystems. The use of loT and SEMS for continuous
monitoring enables prompt responses to inefficiencies and system failures, ensuring optimal resource management. Raising
public awareness and providing targeted training programs are equally essential. These initiatives can help educate building
occupants and facility managers about sustainable practices, leading to behavioral changes that support system performance.
Lastly, policymakers and practitioners should collaborate to develop a holistic sustainability framework that guides the design,



about:blank
about:blank
https://www.malque.pub/

deployment and evaluation of smart building systems. This framework should be adaptable to a wide range of settings,
including both urban and rural areas, to promote inclusive and scalable environmental progress.

This study makes a valuable contribution by thoroughly exploring how Artificial Intelligence (Al) and Internet of Things
(loT) technologies efficiently manage building functions, encourage eco-friendly practices and improve the overall well-being
of all users, including at-risk groups such as older adults and those with physical or cognitive challenges. It underscores the
importance of implementing flexible and universally accessible design approaches and delivering practical, evidence-based
suggestions for integrating intelligent technologies that comply with universal design principles and aspects of nature-inspired
(biophilic) architecture. Additionally, the study demonstrates how real-time data and user input systems play a crucial role in
enhancing energy conservation, elevating occupant comfort and reinforcing safety measures. The significance of these findings
lies in the practical application for policymakers, architects, developers and urban planners who aim to design smart buildings
that are not only technologically advanced but also socially responsible and environmentally sustainable. As cities worldwide
move toward digital transformation and urban resilience, the insights from this study offer a strategic framework for integrating
smart building features into national development agendas, especially in the context of smart cities and green building
initiatives. Moreover, the findings are particularly relevant in the post-pandemic era, where indoor environmental quality and
health-focused design have become priorities. The research accentuates how smart environments contribute to physical and
cognitive health maintenance, public safety management and the development of responsive environments that adapt to the
evolving needs of the occupants. By advancing knowledge in this domain, the study also opens pathways for future research
on human-centered smart technologies, data-driven sustainability models and the socio-technical dynamics of intelligent urban
infrastructure.

From a governance perspective, digital twins not only foster smart building operations but also alignh with broader
sustainability and policy goals by offering verifiable metrics and performance indicators. Thus, these technologies do not merely
serve a functional role but also act as enablers of systemic transformation in how buildings are managed and regulated.
Governance plays a crucial role in driving the development and implementation of smart infrastructure and sustainable building
systems through two key components including data management and policy-practice alignment. Strong governance
frameworks actively establish and support comprehensive data management systems that systematically and integrally collect,
store, secure and analyze data. These frameworks enhance the accuracy and effectiveness of energy monitoring while
strengthening the credibility and transparency of smart building management. Moreover, governance actively formulates and
enforces policies that set standards and regulatory mechanisms to guide energy efficiency goals and ensure occupant well-
being. The integration of digital twin technology significantly reinforces governance by enabling continuous oversight and data-
driven decision-making. Connected devices and sensor arrays empower smart platforms to monitor real-time data, facilitating
self-directed management of HVAC, lighting and environmental factors for improved energy efficiency and occupant well-being.
Centralized intelligent platforms promote transparency and accountability by enabling more precise maintenance planning and
proactive interventions, which reduce operational costs and extend asset lifespans. In conclusion, strong governance coupled
with the implementation of digital twin technologies enhances not only energy efficiency and operational effectiveness but
also advances wider sustainability and regulatory goals. This strategy enables a fundamental shift in building management and
oversight, rendering buildings more efficient, eco-friendly and responsive to evolving future demands. Therefore, continuous
emphasis on developing robust governance frameworks and smart technology integration is essential for the successful
advancement of sustainable smart infrastructure and smart cities.
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