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Abstract The Unified Payment Interface (UPI) has transformed the digital payments landscape in India by providing a
method for safe, instantaneous, and user-friendly financial transfer. With some arguably limited oversight, UPI was adopted
quickly, but unfortunately, along with its growth, the landscape is littered with new forms of advanced fraud. Therefore,
this study presents a systematic analysis of UPI fraud from 2016-2025, detailing common forms of fraud such as fake mobile
apps, phishing, QR code attacks, pony payment requests, and fraud involving KYC regulation. Additionally, this paper
explores advanced machine learning and deep learning models for fraud detection. Some of the models we explored
include convolutional neural networks (CNNs), long short-term memory (LSTM) neural networks, and detection accuracies
of up to 99.74%. Other effective models include support vector machines (SVMs), random forests, and XGBoost since they
are able to classify flagged transactions as nonauthorized with high levels of precision. We see that augmented and
integrated systems with biometric authentication and real-time monitoring and reporting become a layered defense
against new threats to fraud. The study also highlighted the rise in autopay fraud to drive the need for continuous
innovation in fraud detection, undermining those who have been manipulating UPIs and digital payments since 2019. There
is a need to further incorporate supervised ML, deep learning, and gradient boosting with existing banks' processes for
recovery and detection tools for malpositioning to further the financial safety of UPI users and develop a competent
payment system for UPIs and their clients.
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1. Introduction

Electronic payments have been fundamentally revolutionized by the rapid growth of technology (Ahmed & Sreeju,
2020), and digital platforms such as the Unified Payments Interface (UPI) have been essential in reshaping the financial
environment (Mishra et al., 2023). A global surge in digital transactions has been spurred by the increasing utilization of mobile
and contactless payments (Purohit & Purohit, 2024), which has been compounded by the COVID-19 outbreak (Kannan &
Vasantha, 2021). The UPI, which was founded by the National Payments Corporation of India (NPCI) (Badak et al., 2023),
promises unsurpassed efficiency and simplicity by facilitating real-time financial transfers via mobile devices. With 68% of
payment transactions by volume, it has become the backbone of digital transactions in India. Although UPI has made payments
simpler and encouraged financial inclusion (Rastogi et al., 2021), its broad usage has also highlighted severe security issues that
need to be remedied immediately. The entire transaction value of the worldwide digital payments sector is predicted to reach
USS$16.62 trillion by 2028, indicating a compound annual growth rate (CAGR) of 9.52% from 2024--2028 (Bhujel, 2024).

The Unified Payments Interface (UPI) system in India has become a target for scammers and fraudsters (Edburg et al.,
2024), leading to a major surge in fraudulent operations (Purohit & Purohit, 2024) . Government records reveal a surge in UPI
fraud cases from 77,000 to over 95,000 in the financial year ending April 2023 (Ma et al., 2009), (Senturk et al., 2017). This spike
in fraudulent activity is akin to phishing emails and texts that have troubled people in the past (Alabdan, 2020). Concerns have
been expressed concerning the likelihood of fraud when people receive money via UPI (Shree et al., 2021), with criminals
leveraging the system to fool unsuspecting victims (Kumar, 2025) Various types of UPI scams have been detected (Gupta et al.,
2018), including receiving bogus payments or transfer requests and illegal access to UPI accounts by fraudsters
(Niranjanamurthy & Chahar, 2013).

The government has made efforts to address these challenges by collecting data on UPI payment fraud (Chandra Agarwal
et al.,, 2024) and establishing the Central Payments Fraud Information Registry (CPFIR). Additionally, social engineering
programs connected to UPIs have grown increasingly widespread in India (Jain, 2023), resulting in considerable fraud concerns
in quick payments (Tulsi & Patil, 2023). Given the increasing number of UPI fraud incidents (Gupta et al., 2023), people must
remain attentive and take preventative steps to protect themselves from becoming victims of fraudulent operations (Atkins &
Huang, 2013). Reporting any suspicious transactions to the bank quickly is vital since the bank may be able to reimburse losses
according to standards established by the Reserve Bank of India (Logeshwaran, 2022), (Marquez-Chamorro et al., 2018). As the
popularity of UPI transactions continues to expand
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(Kumar & Unnisa, 2024), it is vital for consumers to be knowledgeable about possible fraud threats and implement best
practices to preserve their financial information and assets (Hoffmann & Birnbrich, 2012). Strong authentication protocols,
cutting-edge encryption technologies (Kumar et al., 2022), and real-time transaction monitoring are just a few of the solutions
that academics and industry professionals have offered to solve these challenges (Verma et al., 2017). Unauthorized access has
been effectively prevented by incorporating biometric authentication methods such as fingerprint and iris recognition (Arepalli
et al., 2024). Proactive fraud identification and prevention are also made feasible by the expanding use of machine learning
(ML) and deep learning (DL) algorithms to study user behavior and transaction patterns (Arepalli et al., 2024; Karthick et al.,
2024). By ensuring data integrity and scalability, cryptographic advances such as weighted hyperbolic curve cryptography
(WHCC) greatly increase transaction security (Toral-Cruz et al., 2017).

This article looks at the security issues in the UPI system and how modern technologies and layered security methods
can strengthen it. Moreover, educating users and working with other countries is key to tackling new threats. Al models such
as LSTM and CNN help keep transactions safe.

This study was inspired by the growing number of people using online payments and the increase in UPI scams that
came with it. As more people rely on the internet, weaknesses in the system have led to more fraud. The goal is to find smart,
effective ways to make digital payments safer.

2. Related Literature Review
2.1. Conceptual Literature Review
2.1.1. UPI history

The UPI, designed by the NPCl and debuted in April 2016, is a real-time payment system (Gupta et al., 2024) that allows
users to connect various bank accounts to a single mobile app for seamless financial transfers and merchant payments. Built
on the Immediate Payment Service (IMPS) platform, it offers immediate payments 24/7. Its key benefit is interoperability (Obaid
et al., 2019), enabling quick money transfers between multiple banks via a unique UPI ID linked to the user’s bank account,
ensuring safe and direct transactions (Mohapatra, 2017). The system leverages two-factor authentication, integrating MPIN
and OTP for better security (Gupta & Xia, 2018). Additionally, UPI APIs allow app integration for direct bank payments (Bhatia-
Kalluri & Caraway, 2025), with features including QR code scanning for rapid transactions (Chohan et al., 2022).

2.1.2. UPI usage statistics

The UPI has altered digital payments in India, becoming the most popular real-time payment system. The transaction
volume exploded from 92 crores in FY 2017--18 to 13,116 crores in FY 2023--24, increasing at an annual rate of 129%. In only
the first five months of FY 2024--25, the volume surpassed 7,062 crores. Similarly, transaction values climbed from X1 lakh
crore to X200 lakh crore at a phenomenal 138% annual growth rate, with X101 lakh crore recorded between April and August
2024. The simplicity and broad acceptance of UPIs by banks and fintech firms have fueled their popularity among millions of
consumers. (Source: www.npci.com Up to 2024 August 31). The statistics show a substantial increase in UPI fraud: 7.25 lakh
cases equal to Rs 573 crore were recorded in FY 2022-23, increasing to 13.42 lakh cases totaling Rs 1,087 crore in FY 2023-24.
By September 2024-25, 6.32 lakh fraud instances had already been reported, amounting to Rs 485 crore (Suman, 2024).
Notably, 27 nations globally have implemented UPIs, including recent adopters such as Sri Lanka, France, and Singapore. Phone
Pe holds the market lead with a 46% share, followed by Google Pay at 36% and Paytm at 13%. UPI Lite, particularly via Paytm,
has gained traction, processing over 10 million transactions monthly. The State Bank of India leads with a share of 2.52 billion
transactions in Q3 2023. Nevertheless, UPIs’ growth is marred by challenges, with over 95,000 fraud incidents reported in the
financial year 2023 (Vidani, 2024).

Figure 1 shows the UPI (Unified Payment Interface) payment system architecture. Essentially, it explains how multiple
mobile applications, such as online banking (Kumar, 2025), *99# USSD services or third-party apps connect to banks via
standard interfaces provided by payment service providers (PSPs) (Mallik et al., 2020). A central mapper containing account
numbers and IFSC codes is part of the NPCI (National Payments Corporation of India) interface, which is the focal point of the
system (Madwanna et al., 2021). By linking to a Central Repository that is linked to many payment systems (AEPS, UPI, IMPS,
Rupay, E-com, and ECS), a single ecosystem is formed that permits seamless digital transactions across different banks and
payment platforms (Ramesh et al., 2020). It is essentially a comprehensive framework that allows customers to securely and
seamlessly make digital payments via any bank or payment app of their choice (Au & Kauffman, 2008).

Figure 2 shows the flow of transactions between different organizations engaging in digital payments, which represents
the high-level architecture of the Unified Payments Interface (UPI) system. The consumer (payer) commences the process by
employing a mobile application that their payment service provider (PSP) has made accessible (Kakade & Veshne, 2017). The
VPA Management Service replies with the VPA creation confirmation after the user establishes a Virtual Payment Address (VPA)
via this app (Yang & Lee, 2019). An option is for the customer to use the app to scan a QR code, which triggers the QR Code
Generator/Scanner Service to process the information and supply the appropriate data to commence a payment (Eren, 2024).
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Figure 1 UPI architecture. Source: Gochhwal (2017) and Scopus Database.
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Figure 2 UPI payment system workflow. Source: Mittal (2023) and Scopus Database.

The PSP initiates the payment by sending a request to the NPCI UPI network, which is responsible for conducting the
transaction (Faccia, 2023). A debit request is transmitted by the UPI network to the payer's (remitter's) bank for verification
(Ashok & Hallur, 2023). To validate the transaction, the network simultaneously queries the payee's bank for the client's details
(Kousaridas et al., 2008). As the payee's bank reviews and confirms the payee's information, the payer's bank responds by
allowing or refusing the debit request (Braithwaite, 2024).

The beneficiary bank receives a credit request from the NPCI UPI network to conclude the transaction after successful
validation from both banks (Bera & Li, 2024). After that, a payment debit response is delivered to the payer's PSP, alerting the
customer whether the transaction was successful or not. A smooth and secure movement of data and money between the
customer, PSP, banks, and the UPI network is assured by this approach (Maharana, 2024).

3. Objectives and Methodology

The researcher designed the following objectives:

1. To describe the sophisticated deception techniques that are being used in mobile payments through UPI
2. To analyze various machine learning techniques for fraud detection in mobile payments via UPI

This systematic literature review covers documents from 2016 to 2025. Databases (IEEE Xplore, Scopus, SpringerLink)
were queried via the terms “UPI fraud,” “machine learning,” and “digital payments.” Inclusion criteria included peer-reviewed
articles, conference papers, and reports on ML-based UPI fraud detection in English from 2016—-2025. The exclusion criteria
included non-UPI studies, non-ML methods, and pre-2016 studies. From 250 records, 50 studies were selected after abstract
and full-text screening for relevance and quality, as show in Figure 3.

Data extraction involves fraud types, ML models, datasets, and metrics (e.g., accuracy and precision) (Tranfield et al.,
2003). Qualitative synthesis groups findings into fraud strategies and detection techniques. Limitations include potential bias
from English-only sources and restricted access to proprietary datasets (Rodgers et al., 2009).
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3.1. Common types of fraud in UPI payments

Fraud concerns associated with UPI transactions include lottery schemes, phishing, phony apps, AutoPay scams,
tampering with QR codes, subscription fraud, and KYC scams. Fraudsters utilize urgency or impersonate reliable services to trick
users into authorizing illegal transactions. Typical strategies include spoofing messages, manipulating QR codes, and making
many payment requests. Rule-based fraud detection systems and supervised, unsupervised, and deep learning approaches are
employed to detect suspicious patterns and improve financial security to counter these threats.

3.1.1. UPI autopay fraud

Scammers exploit UPIs’ collect money and autopay request features by sending multiple payment requests to
unsuspecting users (Edburg et al., 2024). If you accidentally approve of one of these requests, the fraudster gains access to your
money (Akomea-Frimpong et al., 2019). The scam is deceptive because the request appears legitimate, and users often cannot
differentiate between a real request and a fraudulent request (Tambe Ebot et al.,, 2024). Once approved, the money is
transferred to the scammer's account (Fischer et al., 2013). Therefore, collect request fraud has occurred through.

Figure 4 refers to spamming activities by fraudsters in UPI. The message is a UPI AutoPay scam attempt that deceives
users into activating automatic deductions by using phishing links and phony rewards. Users who click on the link can be
redirected to a bogus website, which could result in illegal transactions. Users should confirm AutoPay requirements, stay away
from dubious sites, and report fraud right away to stay safe.

d O %% da09

Hey, We have credited benefits worth Rs 549 in your
WinZO Wallet. Offer Expires in 2 days. Play & win upto
Rs 1lac. https://winzo socialWNZIND/d

Figure 4 Fraudsters spamming UPI IDs with multiple collect requests. Source: Das (2025).



about:blank
about:blank
https://www.malque.pub/

3.1.2. Fake UPI applications

The use of fraudulent applications is one of the most common ways in which fraud is perpetrated (Ngai et al., 2011).
There are many duplicate programs on the market, and the use of fraudulent applications is growing globally (Ekwonwune et
al., 2022). This paper investigates UPI security issues in MPIN updates and fraud detection, recommending email notifications,
additional authentication, and Al-driven behavioral analysis to improve fraud protection in UPI transactions (Krithiga Lakshmi
etal., 2019). Research has shown that perceived safety, security, and risk influence technology adoption. Risk reduction entails
exchanging information on a regular basis, analyzing features, implementing defensive measures, and changing trial designs to
improve user trust and security (Edburg et al., 2024).

3.1.3. Phishing fraud

Phishing frauds are deceptive attempts to fool people into disclosing private information, such as bank account numbers,
credit card numbers, usernames, or passwords (Gupta et al., 2017). Fraudsters imitate reputable organizations via telephone
calls, text messages, or counterfeit websites (Ali et al., 2019). Phishing exploits urgency, tricking victims with fake prizes or
threats to steal data for fraud. It targets human psychology, not technology (DeLiema et al., 2021; Charan & Thilak, 2023).
Research has shown that phishing fraud in UPIs is escalating via counterfeit URLs and QR codes. Artificial intelligence, machine
learning, and cryptography models improve fraud detection by examining user knowledge, scam methodologies, and security
protocols. Phishing turns into Al-driven assaults. Prevention includes email filtering, SSL, MFA, and education. Awareness and
reporting decrease financial, reputational, and psychological damage (Putra et al., 2024).

Figure 5 exhibits a sample of phishing fraud messages and a link in UPI payments. The message pop-up would look like
this. A fraudster phones the victim, falsely alleging an inadvertent transfer and demanding reimbursement. The victim returns
the money without confirming it, only to realize later that they were duped by a scammer who took advantage of their
eagerness and confidence.

Dear User Your HDFC A/c.
Will be blocked today

please update your PAN
CARD Given Link
https.//t.ly/g3tK Thankyou
HDFC Team

Figure 5 Fraud phishing message disguised as a bank SMS. Source: Jain (2023).
3.1.4. Tricky QR codes

Fraudsters create fake QR codes that appear to have come from respectable companies, such well-known brands. These
codes might be sent by text or email, or they could be displayed in public places (Pawar et al., 2022). Given their extensive
usage in payments, QR codes are subject to social engineering and phishing. Research has identified security concerns, usability
difficulties, and the need for multilayered protection and methodical recommendations to improve digital transaction security
(Krombholz et al., 2014). News18 reported that when a customer paid with a QR code at her medical business in the morning,
Omvati Gupta, one of the victims, prevented the scam. The client informed Gupta that the associated account had a different
name (NEWS18, 2025).

Figure 6 shows an example of QR code manipulation in UPI payments. The picture demonstrates QR code tampering, in
which minor adjustments cause payments to be redirected to fictitious accounts while still being scannable. Scammers take
advantage of people's faith in QR-based UPI payments, which makes detection challenging. Verifying QR codes, utilizing secure
payment mechanisms, and raising user and merchant knowledge to stop fraud are all necessary to defend against such assaults.

ap40 [=] 4 [m]
T o8 |-

& i =]

Figure 6 QR code manipulation. Source: Wahyu Dharmawan & Ginardi (2017).



about:blank
about:blank
https://www.malque.pub/

3.1.5. Lottery winning-related fraud

Lottery scams include fraudsters masquerading as winners and deceiving victims with false reward claims. They want
UPI IDs, PINs, or processing fees while offering commissions. Victims naively accept debit transactions or send money, only for
fraudsters, to vanish or demand more money, claiming transfer difficulties. This research investigates the identification of fraud
in lotteries and internet gambling, as well as money laundering and insider threats. A hybrid approach that incorporates
statistical aggregation, fraud testing, and clustering improves detection accuracy while reducing false alarms, hence enhancing
fraud protection efforts (Christou et al., 2011).

Figure 7 shows lottery pop-up fraud taken from Times of India newspaper article. The picture seems to be a fraud effort
masquerading as a payout alert. Although it says the user has earned $17.9, they have to pay an absurdly high $24,780 charge
before they can obtain their rewards. Financial fraud results from scammers using such techniques to fool people into
submitting payment information. This method avoids disclosing sensitive information and always involves double-checking such
statements.

Your payout is ready to ship.
The fee for your winnings amounted to: $17.9

AMOUNT TO BE PAID - 24 780 usp.
SPECIFY DETAILS FOR PAYMENT:

ANY BANK CARD
ONLINE WALLET

PAY FEES AND WITHDRAW WIN »

After paying the fee, you will immediately receive a money transfer to
your card or wallet

Vosety  Memaced ‘E:ynn

Figure 7 Lottery POP-UP fraud. Source: The Times of India (2020).

3.1.6. Subscription fraud

Currently, the subscriptions of any platform are in the autopay option. With autopay, the owner will not have to worry
about remembering to pay for the subscription (Kabari et al.,, 2015). Scammers falsely subscribe, deceiving users of
unauthorized charges and profits (Alae Chouiekha, 2018). False URLs trick customers into unauthorized payments by mimicking
autopay transactions (Koskelainen et al., 2023). Subscription fraud affects telecom profits and brands; ANN-based detection
reveals fraudulent tendencies, enhancing fraud prevention in GSM mobile networks (Ekwonwune et al., 2022). This research
uses data mining to identify fraudulent telecom subscriptions. A hybrid approach combines clustering (SOM, K-means) with
classification (SVM, neural networks). Real data demonstrate good accuracy, with SVMs and boosted trees performing best
(Farvaresh & Sepehri, 2011).

Figure 8 exhibits subscription fraud message and link in UPI payments. This image depicts a scam SMS that encourages
users to click on a malicious link intended to steal personal or financial information by offering to provide free one-year Netflix
membership because of the epidemic.

Duetothe'pandemic, Netflix is
giving everyone a fféefi=year
subscription to help you stay at
home. Get yours here IsO4t.com/
YfJPSI4DDt

Figure 8 Subscription fraud. Source: Mercedes (2020).
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3.1.7. KYC fraud

KYC fraud is a type of online scam that involves scammers using the know-your customer (KYC) process to steal sensitive
information from individuals and institutions (Kumar Pakina et al., 2023). Scammers serve as bank employees to steal personal
data, enabling identity theft, fake accounts, and fraudulent transactions, causing financial losses (Shulzhenko & Romashkin,
2020). This study analyzes KYC fraud by smishing and vishing, using machine learning to detect fraud and enhance security
against rising threats (Dharmavaram & Mishra, 2022). This study improves fraud detection and creates a risk assessment tool
that uses machine learning and KYC data to identify fraudulent behavior, suspicious transactions, and default risks at bank
branches for increased security (Chen, 2020).

Figure 9 shows KYC fraud in UPI. The fraudulent SMS in this picture purports to be from SBI and urges the user to click
on an untrustworthy link for a KYC update to obtain private data. It also warns of account suspension.

oo - P U O M 75%8 443 pm

+919554387379

Dear,

Customer Your
SBI Account Will be
Suspended! Please
Re KYC Verification
Update Click here
hitps:.//d7be4f324fb3

ngrok.io thank
you

SBI Online
Beszpm

Figure 9 KYC fraud. Source: Moneylife Digital Team (2021).
4. Machine Learning for Fraud Detection

Machine learning is becoming very important in spotting and stopping fraud in UPI transactions. It uses large amounts
of data and smart algorithms to find unusual or suspicious activities (Md Rokibul Hasan et al., 2024). Techniques such as decision
trees and random forests learn from past transactions to determine whether new transactions are safe or possibly fake (Ahmed
et al., 2016). Other methods, such as clustering, look for strange patterns that might signal fraud (Palacio, 2019). Advanced
models such as RNNs and LSTMs are excellent at understanding the order of transactions over time (Benchaji et al., 2021).
When different models are combined, they become even better at catching fraud (Forough & Momtazi, 2021). Today’s systems
often use a mix of these smart tools and traditional rules to protect users in real time.

4.1. Most frequently used fraud detection techniques

Table 1 provides an overview of numerous studies on fraud detection, highlighting the strategies utilized, the datasets
evaluated, and their performance. It highlights diverse methodologies, including machine learning models, convolutional neural
networks, and social engineering detection methods, illustrating how these techniques help in recognizing and preventing
fraudulent transactions in digital payment systems.

Table 1 provides an overview of numerous studies on fraud detection, highlighting the strategies utilized, the datasets
evaluated, and their performance. It highlights diverse methodologies, including machine learning models, convolutional neural
networks, and social engineering detection methods, illustrating how these techniques help in recognizing and preventing
fraudulent transactions in digital payment systems.
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Table 1 Fraud detection techniques.

Author/year Title Model Dataset Accuracy
(Almazroi & Ayub, Online payment fraud detection RXT-j model IEEE-CIS Fraud detection 98%
2023) dataset
(Akinje & Fuad, Fraudulent detection model using Random forest Fraud detection dataset 100%
2021) machine learning techniques
(Zhang et al., Online transaction fraud detection CNN B2C online transaction 98%
2018) dataset
(Charizanos et al., fraud detection framework for Fuzzy logistic regression Credit card transaction 99.6%
2024) credit card transactions dataset
(Hanae et al., End-to-End Real-time Architecture Isolation forest model Online transaction dataset 99%
2023) for Fraud Detection in Online Digital
Transactions
(Jeyalakshmi et Financial Fraud detection using Logistic regression credit card transaction 78.7%
al., 2024) Supervised dataset
and Unsupervised Learning
(Bhowmik & Online payment fraud monitoring XGBoost Sender Account Type, 99.21%
Howlader, 2025) and detection Beneficiary Account Number
and Amount
(Patil et al., 2025) An Automated Alert System for Hybrid approach ATM transactions and online 97.5%
Financial Fraud Detection transactions dataset
(Agrawal et al., An Effective Approach to Classify Hybrid model labeled as spam/ham 96.9%
2023) Fraud SMS Using Hybrid Machine Multinomial Naive Bayes messages dataset
Learning Models Random Forest
Extra Tree Classifier

(Pol et al., 2024) Online Transaction Fraud Detection Sparrow Search Algorithm online credit card transaction  97.50%

(SSA), Time Convolutional dataset

Network (TCN

(Raju et al., 2024) Detection of fraudulent activities in LSTM Online transactional data 99.74%

UPI

Source: Scopus and Web of Science Database.

5. Results

The results of the systematic literature review (SLR) provide a comprehensive analysis of existing research on UPI fraud
detection, highlighting key findings, trends, and gaps. This review identifies machine learning (ML) and deep learning (DL) as
the dominant approaches, with logistic regression, random forest, and neural networks frequently used for fraud classification.
Cryptographic techniques, such as weighted hyperbolic curve cryptography (WHCC), are emerging as promising methods for
enhancing security.

Table 2 presents a comprehensive analysis of existing research on UPI fraud detection, highlighting key findings, trends,
and gaps. This review identifies machine learning (ML) and deep learning (DL) as the dominant approaches, with logistic
regression, random forest, and neural networks frequently used for fraud classification.

Table 2 Review of the most relevant articles (comprehensive synthesis of pivotal scholarly contributions).

Title Author/Year DOI Variables Methodology Findings Future scope
Secure UPI: (Rani et al., Valid XGBoost Effective accuracy include data,
Machine 2024) transaction and with 98.2% compliance,
Learning-Driven fraud biometrics, and
Fraud Detection transaction. Al.

System for UPI
Transactions

10.1109/I1CDT61202.202
4.10489682
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How Al and ML 2024)
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revolutionizing
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(Edburg et al.,
2024)

Usage and

Mitigation of

Payment

Transaction

Frauds: An

Empirical Study

A Robust UPI
Fraud
Identification

(Ragavee et al.,
2025)

Scheme over
Digital Money
Transactions
using Learning
Powered
Classification
Principles
Detection of (Rajuetal.,
Fraudulent 2024)
Activities in

Unified

Payments

Interface using

Machine Learning

LSTM Networks

UPI fraud
detection using

(Jagadeesan et
al., 2024)
machine learning

HMLM: An (Bharath et al.,
Intelligent 2025)
Artificial

Intelligence

assisted Strategy
to Identify UPI
Frauds based on

10.1109/ICSTEM61137.

10.1177/mjmrp.231222347

10.1109/I1CSES63760.20 10.1201/9781003559085- 10.1109/ICCPCT61902.2024.1067289 10.1109/ICEARS64219.2025.1094

2024.10560740

1576

130

24.10910549

Transaction
Data,
Fraud

Indicators,
Machine
Learning
Features.
perceived

safety,
perceived
relative
benefits,
perceived risk,
and perceived
security,
together with
internal and
external
attacks.
UPI QR Scan
code and UPI -
id fraud
identification.

amount,
frequency,
timestamp,
merchant type,
trends.

dataset’s
completeness,
relevance, and
use for
addressing the
complexity of
the study’s
objectives.
Transaction
amount, Time
stamps, Device
and location
info, user
behavior
patterns.

AI&ML(CNN)

Multiple regression
analysis

M-DBN model

LSTM

Random Forest

HMLM

AI(CNN) is 97.68%
accurate

R?value of 0.713

98.4% Accuracy

99.74% accuracy

94% Accuracy

98.61%Acccuracy

fraud detection
with machine
learning,
scalability, time,
and location
analysis.

Fraud prevention
using smarter Al
tools, studying

rules and

comparing fraud
trends in
different
cultures.

With real time
UPI data, handle
uneven fraud
cases better, and
adapt to new
scam methods
over time.

combining
reinforcement
learning,
extending
datasets, and
conducting
continuous
model updates to
better fraud
detection.

New fraud
strategies, and
investigating
novel machine
learning
techniques.

Real- time
deployment,
handling devices
fraud types,
adopting to
evolving threats
and integrating
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transaction
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transaction
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retrieved from

transaction

data.

transactional
data, user

activity, and

transaction
patterns.

Phishing URLs,
counterfeit QR
codes, and
transaction
metadata help
detect fraud.

payer, payee,
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Type of
Transaction,
Amount,
Location.

Forest and Support
Vector Machine (SVM)

The technology
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The process comprises
gathering data,
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deploying machine
learning models to
enhance online
payment security.

Behavioral analysis,
real-time detection,
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feature extraction, and
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the detection of UPI
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and RFC are
successful at
detecting UPI fraud.

Machine learning
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and
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Improve phishing
detection
through
teamwork, real-
time monitoring,
machine
learning, and
user education.
We improve
fraud detection
by adding
features for
dynamic
patterns.

Source: Scopus and Web of Science Database.

6. Discussion

India has used Unified Payments Interface (UPI) systems more quickly as a result of recent developments in financial
technology. However, security issues, especially those pertaining to fraud, have also increased as a result of the rise in digital
transactions. In an effort to combat these risks, an increasing amount of research has focused on biometric advancements,
machine learning, and artificial intelligence. Seventeen important papers that address these issues are summarized in this
study.

To address class imbalance and dimensionality reduction, a foundational study by Rani et al. (2024) created a machine
learning-based UPI fraud detection system that uses XGBoost, SMOTE, and principal component analysis (PCA). The model
demonstrates the possibility of combining biometric authentication with regulatory compliance for scalability, achieving an
astonishing 98.2% accuracy. Building on this ML foundation, convolutional neural networks (CNNs) have also been shown to
improve real-time fraud detection in UPI systems (Naik et al., 2024). With a 97% accuracy rate, their model reduced false
positives and recommended the use of location-based analytics to enhance the system. By shifting the focus from algorithmic
optimization to user-centric insights, Edburg et al. (2024) offered an empirical investigation of how users perceive the safety,
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risk, and fraud protection of UPIs. The results highlighted the importance of incentives and awareness efforts, and they
suggested blockchain and SWOT analysis as tactical instruments for improving security. In alignment with user-focused fraud
mitigation, Ramakrishnan et al. (2024) added a recurrent neural network (RNN)-based predictive model integrated with the
customer account security system (CASS) to support this user-focused approach. This model offered improved fraud prediction
and encouraged deeper learning refinements and stronger regulatory integration.

To benchmark the performance of traditional classifiers, Sindhu (2024) used random forest and support vector machine
(SVM) models to compare the performance of classification techniques. Using transactional, behavioral, and device-related
data, the research confirmed the accuracy of machine learning (ML) in fraud detection and argued for algorithmic
improvements to adapt to changing digital payment ecosystems. Using clustering approaches and Hidden Markov Models
(HMMs) in conjunction with neural networks, J. Kavitha et al. (2024) extended this analytical rigor to detect abnormalities. Their
methodology facilitated adaptive learning and stimulated the investigation of reinforcement learning for potential future uses.
When Jagadeesan et al. used conventional machine learning approaches on real-world datasets, such as SVM, random forest,
and logistic regression, they demonstrated the random forest model's higher accuracy and lower false-positive rates. They
emphasized how important algorithmic optimization and blockchain integration are. Stacking long short-term memory (LSTM)
networks, generative adversarial networks (GANs), and SMOTE were combined in Raju et al.'s (2024) hybrid deep learning
architecture. They emphasized the importance of time series modeling and promoted reinforcement learning and dynamic
dataset updates, with their model's impressive 99.74% accuracy.

Murganandham et al. (2024) focused on real-time monitoring and regulatory improvement while detecting UPI fraud
via SVM and random forest. Arepalli et al. (2024) investigated iris-based biometric authentication and argued that its use in UPI
systems would increase privacy. Karthick et al. (2024) supported dataset growth and real-time capabilities by analyzing
temporal and geographical transaction data via an ANN, deep learning, and random forest. Using supervised machine learning,
Charan and Thilak (2023) approached phishing and QR code fraud, emphasizing behavioral analytics and user education. Global
compliance was demanded by Vadlamudi and Sam (2022), who concentrated on data privacy via tokenization, Al-driven risk
assessments, and GPS-linked protection. Through the formal analysis of UPI systems, Malladi (2021) proposed improvements
to OTP and blockchain. Design issues such as OTP interception and rogue applications were noted by Madwanna et al. (2021),
who called for Al integration and user awareness. Bhargavi and Ram (2025) advanced detection by putting out a CNN-based
model that outperforms conventional methods in recognizing dynamic fraud tendencies.

7. Conclusion

Digital payments, particularly via UPIs, have become a fundamental part of everyday life in India, but this convenience
has also created serious security issues. The study demonstrates that machine learning algorithms, notably the XG boost and
LSTM networks, have been extraordinarily effective in identifying fraudulent transactions, with accuracy rates reaching 99.74%.
However, technology alone is not enough to address fraud. The most successful solution combines powerful algorithms with
user education, real-time monitoring, and solid security features such as biometric verification. The growth in phishing attempts
and bogus payment schemes during the COVID-19 pandemic underlined the need for stronger security mechanisms. The
emphasis should be on creating more complex fraud detection tools that can adapt to new types of fraud while simultaneously
making these systems more cost-effective and user-friendly. This report underlines that securing UPI transactions requires a
complete approach that includes technology innovation, robust privacy.

8. Future Research Directions

Future research should focus on applying machine learning techniques to increase recovery rates from UPI payment
fraud. A supervised learning algorithm can analyze transaction attributes, investigation timing and the institutional framework
to predict recovery outcomes across fraud typologies. Deep learning architectures combined with real-time anomaly detection
systems offer promising avenues for deploying early warning systems that significantly improve recovery rates. The integration
of a gradient boosting classifier with traditional banking protocols may establish more effective recovery pathways, ultimately
strengthening the financial security infrastructure.
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